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Facebook	removed	Onavo—a	free	VPN	run	by	the	social	networking	company—from	the	iOS	App	Store	today.	The	voluntary	move	by	Facebook	was	prompted	by	discussions	with	Apple	about	privacy	policy.	Onavo	promises	to	help	“secure	your	personal	details”	on	the	product’s	website,	but	the	VPN	service	exists	primarily	so	Facebook	can	monitor
user	activity	on	rival	sites.	In	other	words,	Facebook	uses	it	to	spy	on	you.	Onavo	is	installed	on	around	33	million	devices.	As	of	this	writing,	Onavo	is	no	longer	available	for	new	downloads	on	the	App	Store,	but	existing	users	still	have	the	current	version	on	their	devices.	We	suggest	uninstalling	it	now.	Here’s	a	statement	from	Apple	about	the
removal,	via	Juli	Clover	at	MacRumors:	With	the	latest	update	to	our	guidelines,	we	made	it	explicitly	clear	that	apps	should	not	collect	information	aout	which	other	apps	are	installed	on	a	user’s	device	for	the	purposes	of	analytics	or	advertising/marketing	and	must	make	it	clear	what	user	data	will	be	collected	and	how	it	will	be	used.	Onavo	remains
available	on	Android’s	Google	Play	store,	but	we	suggest	anyone	using	it	uninstall	now	and	find	a	VPN	that	respects	your	privacy.	Yes:	that	will	probably	mean	paying	for	it,	but	any	VPN	worth	using	is	going	to	cost	money—at	least,	it	will	if	privacy	is	what	you’re	after.	Photo	credit:	Antonio	Guillem/Shutterstock.com	Not	everyone	who	loves	Fortnite
can	play	it.	Sometimes	offices,	colleges	and	other	establishments	(even	countries!)	block	gaming,	and	occasionally	individual	players	are	banned.	While	many	player	bans	are	perfectly	justified,	some	players	feel	Fortnite’s	T&Cs	are	too	strict.Is	there	a	way	around	these	issues	to	unblock	Fortnite?	Yes,	but	it	can	be	tricky.	One	of	the	simplest	ways	to
evade	a	block	is	to	use	a	Virtual	Private	Network,	or	VPN	for	short.	Provided	you	have	admin	access	on	your	device	to	install	it,	a	VPN	creates	a	secure	tunnel	between	you	and	the	servers	–	in	this	case,	the	Fortnite	ones	–	that	enables	you	to	bypass	many	kinds	of	blocks	such	as	IP	banning,	which	prevents	specified	internet	addresses	from	connecting
or	being	connected	to.	Unfortunately	Fortnite	also	has	a	no-VPN	policy,	so	not	every	VPN	service	works.	Our	current	working	favourite	is	ExpressVPN	(opens	in	new	tab),	but	there	are	others	worth	considering	too.	Let’s	find	out	more.How	to	unblock	FortniteAll	you	need	is	a	VPN,	and	the	most	impressive	VPNs	(like	the	ones	below)	are	simple	to	use.
Just	download	the	client	app	for	your	chosen	device	–	our	favorite	VPNs	have	mobile	versions	for	Android	and	iOS	as	well	as	PC	and	Mac	ones	–	install	it,	and	choose	the	country	you	want	the	VPN	to	show	as	your	location.	Then	it’s	just	a	matter	of	hitting	the	on	switch	or	go	button.	That	begins	to	re-route	your	internet	traffic	through	the	VPN’s	own
network,	effectively	disguising	your	location	and	actual	IP	address.	And	that’s	it.The	best	three	VPNS	to	unblock	Fortnite:Number	of	servers:	2000+	|	Server	locations:	148	|	IP	addresses:	30,000	|	Maximum	devices	supported:	3Everything	-	the	#1	best	VPNAndroid,	Linux,	PSN,	Windows,	Xbox,	iOSFacebook,	Netflix,	Twitter,	Youtube,	iPlayerLoads	of
devices	supportedOver	2,000	very	fast	serversExcellent	supportOnly	three	simultaneous	connectionsNumber	of	servers:	1,000+	|	Server	locations:	60+	|	IP	addresses:	40,000+	|	Maximum	devices	supported:	10Torrenting	and	P2P	trafficAndroid,	PSN,	Windows,	Xbox,	iOSFacebook,	Netflix,	Twitter,	Youtube,	iPlayerStrict	zero-log	policy"World's	fastest
VPN"24/7	customer	supportNo	free	trialNumber	of	servers:	700+	|	Server	locations:	70+	|	IP	addresses:	200,000+	|	Maximum	devices	supported:	3-5Android,	Linux,	PSN,	Windows,	Xbox,	iOSFacebook,	Netflix,	Twitter,	YoutubeHot	on	securityImpressive	speedsAstonishing	amount	of	IPsSome	logging	(connection	times,	IPs)Compare	the	best	VPNs
spec-by-spec:CyberGhost	VPNExpressVPNHotspot	ShieldIPVanishKeepSolid	VPN	UnlimitedNordVPNTunnelBearVyprVPNWindscribeZenMate	(opens	in	new	tab)CyberGhost	VPNExpressVPNHotspot	ShieldIPVanishKeepSolid	VPN	UnlimitedNordVPNTunnelBearVyprVPNWindscribeZenMate	(opens	in	new
tab)AndroidLinuxPSNWindowsXboxiOSEverything	-	the	#1	best	VPNFacebookNetflixTwitterYoutubeiPlayerCyberGhost	VPNExpressVPNHotspot	ShieldIPVanishKeepSolid	VPN	UnlimitedNordVPNTunnelBearVyprVPNWindscribeZenMate	(opens	in	new	tab)AndroidLinuxPSNWindowsXboxiOSFacebookNetflixTwitterYoutubeCyberGhost
VPNExpressVPNHotspot	ShieldIPVanishKeepSolid	VPN	UnlimitedNordVPNTunnelBearVyprVPNWindscribeZenMate	(opens	in	new	tab)Torrenting	and	P2P	trafficFacebookNetflixTwitterYoutubeiPlayer	TechRadar	is	supported	by	its	audience.	When	you	purchase	through	links	on	our	site,	we	may	earn	an	affiliate	commission.	Here’s	why	you	can	trust
us.	TechRadar	Newsletter	Sign	up	to	get	breaking	news,	reviews,	opinion,	analysis	and	more,	plus	the	hottest	tech	deals!	Thank	you	for	signing	up	to	TechRadar.	You	will	receive	a	verification	email	shortly.	There	was	a	problem.	Please	refresh	the	page	and	try	again.	By	submitting	your	information	you	agree	to	the	Terms	&	Conditions	(opens	in	new
tab)	and	Privacy	Policy	(opens	in	new	tab)	and	are	aged	16	or	over.	Finding	a	great	VPN	service	can	be	a	challenging	task—and	that’s	putting	it	mildly.	It’s	not	hard	to	find	any	VPN	service.	There	are	plenty	of	apps	that	promise	to	encrypt	your	connection	by	shuffling	it	through	a	third-party	server,	causing	your	requests	to	appear	as	if	they’re	coming
from	said	server	(even	if	its	halfway	around	the	world)	rather	than	your	more	easily	identifiable	device.To	keep	your	public	wifi	browsing	and	BitTorrenting	private,	should	you	search	the	App	Store	or	Google	Play	for	“VPN,”	download	any	ol’	app	with	a	high	rating,	and	call	it	a	day?	No,	no,	no.A	free	VPN—whether	it’s	an	app	you	download	or	a	service
you	pay	for	and	set	up	on	your	devices	manually—is	bad,	because	if	a	company	isn’t	charging	you	a	penny	for	server	investments	or	upkeep,	it’s	undoubtedly	making	its	money	by	tracking	everything	you	do	and	selling	that	information	to	someone	else.	Even	well-known	companies	are	guilty	of	this.	Trust	nobody	that	uses	the	f-word	to	try	and	entice
you	to	use	a	VPN.I	see	sales	for	paid	VPN	services	all	the	time,	too,	and	I’m	usually	hesitant	to	pull	the	trigger	on	any	of	them.	They	aren’t	free,	so	there’s	that,	but	you	still	have	make	a	decision	based	on	trust.	A	service	you’ve	never	heard	of,	headquartered	in	a	foreign	country,	has	a	lovely	looking	privacy	policy	that	claims	it’s	not	tracking	a	single
thing	you’re	doing.	How	can	you	be	sure?I’ve	scoured	through	advice	from	a	number	of	legitimate	security-	and	privacy-minded	watchdogs,	and	here’s	a	roundup	of	the	basic	tips	you’ll	want	to	keep	in	mind	when	shopping	for	a	VPN	service.	There	are	a	lot	of	them,	but	they’re	important	because	your	data	security	is	important.Federal	Trade
CommissionResearch	the	VPN	app	before	you	use	it.	You	are	trusting	a	VPN	with	potentially	all	of	your	traffic.	Before	you	download	a	VPN	app,	learn	as	much	about	the	app	as	you	can.	Look	up	outside	reviews	from	sources	you	respect.	You	can	also	look	at	screenshots,	the	app’s	description,	its	content	rating,	and	user	reviews,	and	can	do	some
online	research	on	the	developer.	The	fact	that	an	app	promises	security	or	privacy	does	not	necessarily	make	it	trustworthy.Carefully	review	the	permissions	the	app	requests.	Apps	will	present	the	permissions	they	request	on	their	app	store	page,	during	installation,	or	at	the	time	they	use	the	permission.	It’s	useful	information	that	tells	you	what
types	of	information	the	app	will	access	on	your	device	in	addition	to	your	internet	traffic.	If	an	app	requests	particularly	sensitive	permissions	(reading	text	messages,	for	example),	consider	whether	the	permission	makes	sense	given	the	app’s	purpose	and	whether	you	trust	the	app	developer	with	that	access.Electronic	Frontier	FoundationHow	long
has	your	VPN	provider	been	around?	If	it	is	relatively	new	and	without	a	reliable	history,	you’d	have	to	trust	the	provider	a	great	deal	in	order	to	use	such	a	service.Does	the	VPN	provider	log	your	traffic?	If	yes,	what	kind	of	information	is	logged?	You	should	look	for	one	that	explicitly	promises	to	not	log	your	Internet	traffic	and	how	active	the	VPN
provider	is	in	advocating	for	user	privacy.Does	the	VPN	provider	use	encryption	in	providing	the	service?	It’s	generally	recommended	to	use	services	that	support	a	well-vetted	open	source	protocol	like	OpenVPN	or	IPSec.	Utilizing	these	protocols	ensures	best	security	available.If	your	VPN	provider	uses	encryption,	but	has	a	single	shared	password
for	all	of	the	users,	it’s	not	sufficient	encryption.		[[David:	Like	this,	for	example]]Krebs	on	SecurityMy	bar	for	choosing	a	VPN	provider	has	more	to	do	with	selecting	one	that	makes	an	effort	to	ensure	its	customers	understand	how	to	use	the	service	securely	and	safely,	and	to	manage	their	customers’	expectations	about	the	limitations	of	using	the
service.	Those	include	VPN	companies	that	take	the	time	to	explain	seemingly	esoteric	but	important	concepts,	such	as	DNS	and	IPv6	leaks,	and	whether	they	keep	any	logs	of	customer	activity.	I	also	tend	to	put	more	stock	in	VPN	providers	that	offer	payment	mechanisms	which	go	beyond	easily-traceable	methods	such	as	credit	cards	or	PayPal,	to
offering	more	privacy-friendly	payment	options	like	Bitcoin	(or	even	cash).That	One	Privacy	Site“You	may	have	started	your	search	for	a	VPN	by	looking	for	‘VPN	Reviews’	in	your	search	engine	of	choice.	if	you	had,	you	would	have	gotten	page	upon	page	of	what	seem	to	be	harmless	review	sites,	top	10	or	blog	style	reviews	of	different	VPN	services.
You	may	even	be	coming	here	for	confirmation	of	what	you	were	told	on	those	sites.	The	sites	making	these	recommendations	are,	in	almost	every	case,	paid	by	the	services	they	review	and	recommend.	They	are	beginning	their	business	relationship	with	you,	with	what	essentially	amounts	to	a	lie.	The	technical	term	for	this	kind	of	marketing	is
‘native	advertising’	and	its	abuse	is	a	huge	problem	in	the	VPN	industry.”Restore	Privacy1.	Located	in	a	good	privacy	jurisdiction	(outside	of	5/9/14	Eyes	countries)	to	keep	user	data	safe2.	Passed	all	tests	with	no	leaks	found	whatsoever	(no	IP	address	leaks	or	DNS	leaks)3.	Good	performance	throughout	the	server	network	(speed	and	reliability)4.
High-quality	VPN	apps	with	all	features	working	correctly5.	Supports	the	OpenVPN	protocol	and	strong	encryption	standards6.	Offers	a	money-back	guarantee	(between	7	and	30	days)7.	Trustworthy	and	well-established	VPN	provider	with	a	good	track	recordWirecutter“A	‘kill	switch’	goes	by	many	names,	but	the	term	describes	VPN	software	that
shuts	off	all	network	traffic	in	and	out	of	your	computer	if	the	encrypted	connection	fails.	A	hiccup	in	your	Wi-Fi	or	even	with	your	ISP	can	cause	a	VPN	to	disconnect,	and	if	you	then	maintain	an	unsecure	connection—especially	if	the	VPN	software	doesn’t	alert	you	that	it’s	no	longer	protecting	your	traffic—that	wipes	out	all	the	benefits	of	your	VPN.
We	considered	kill	switches	to	be	mandatory.	And	although	we	looked	for	apps	that	made	it	easy	to	add	rules	about	when	to	activate	kill	switches,	we	considered	special	config	files	or	manual	firewall	tweaks	to	be	too	complex.”Dear	Lifehacker,	I've	read	about	why	I	really	should	use	a	VPN	and	I've	been	looking	into	different	Read	moreFinding	the
right	VPN	for	youEven	though	you	now	have	an	idea	of	what	to	look	for	in	your	next	VPN,	the	research	phase	isn’t	over—close,	but	not	quite.	While	I	have	a	handful	of	reviewers	I	trust	for	solid	gadget	and	software	recommendations,	VPNs	are	a	different	story	entirely.	I’ve	seen	plenty	of	reviews	that	are	just	speed	tests	masquerading	as	helpful
advice.	How	long	it	takes	to	download	files,	while	useful,	shouldn’t	be	the	top	priority	when	you’re	picking	your	next	VPN.	Security	and	privacy	are	much	more	important,	and	not	everyone	tests	these	aspects	as	well	as	others	(if	at	all).You’ll	be	the	most	secure	if	you	set	up	and	run	your	own	VPN,	but	that’s	likely	beyond	most	people’s	skills.	It’s	a	little
easier	to	use	a	VPN	server	that’s	built	into	your	router	or	network-attached	storage,	but	that’s	only	useful	if	you’re	looking	to	encrypt	your	traffic	on	a	public	wifi	connection.	Your	ISP	is	still	going	to	see	everything	you	do,	which	makes	this	solution	less	practical	if	you’re	trying	to	hide	something	you’re	doing	from	a	company	that	might	get	mad	if	it
caught	you	doing	it.Were	I	shopping	for	a	new	VPN,	I’d	fire	up	Excel	or	Google	Sheets	and	create	a	giant	analysis	that	looks	at	how	various	services	address	the	various	talking	points	I	just	highlighted.	To	populate	that	list,	I’d	look	for	services	that	are	highly	recommended	from	privacy-minded	websites	like	TorrentFreak,	That	One	Privacy	Site,
privacytools.io,	or	Restore	Privacy,	as	well	as	thoughtful	aggregators	like	vpnMentor	or	Wirecutter.	I’d	also	read	through	users’	experiences	with	various	VPNs	over	at	/r/VPN,	just	to	make	sure	I	didn’t	miss	any	problems	a	service’s	users	have	reported.If	you’re	giving	another	company	free	access	to	your	data,	you	owe	it	to	yourself	to	know	as	much
about	the	process	as	possible.There	isn’t	one	great	resource	for	finding	your	next	VPN—at	least,	none	that	I	trust	completely.	Doing	the	legwork	is	important,	and	it’s	a	lot	of	work,	I	know.	Succeed	in	your	task,	and	you’ll	come	away	from	the	process	with	a	lot	more	confidence	in	the	VPN	service	you	ultimately	pick	(if	you	even	go	for	one	at	all).	More
importantly,	you	will	graduate	from	a	self-taught	crash	course	in	network	security,	which	will	help	you	be	a	smarter	and	more	privacy-minded	web	user	for	years	to	come.	If	you’re	giving	another	company	free	access	to	your	data,	you	owe	it	to	yourself	to	know	as	much	about	the	process	as	possible—and	then	a	little	bit	more.
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